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The opinions expressed in this presentation represent our own and not those of any organisation.
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What is SQL Injection?

Injection flaws, such as SQL injection occur when hostile data is sent to an interpreter as part of a command or
query. The hostile data can trick the interpreter into executing unintended commands or accessing unauthorized
data. Injections attacks are of a high severity. Injection flaws can be exploited to access any information held on
the system and removing a system's confidentiality. These security risks can then be extended to execute updates
to existing data affecting the systems integrity and availability. These attacks are easily exploitable as they can be
initiated by anyone who can interact with the system through any data they pass to the application.

In the following form's parameters are concatenated to a string that will be passed to a SQL server. This means that
the data can be interpreted as part of the code.

The objective here is to modify the result of the query with SQL Injection so that all of the table's rows are
returned. This means you want to change the boolean result of the query’s WHERE clause. The easiest way to ensure
the boolean result is always true is to injecta b an 'OR’ operator followed by a true statement like 1 = 1

If the parameter is been interpreted as a string, you can escape the string with an apostrophe, That means that
everything after the apostrophe will be interpreted as SQL code.

'H'ide Lesson Introduction

Use SQL Injection in the following example to retrieve all of the tables rows. The lesson’s solution key will be found
in one of these rows! The results will be posted beneath the search form.
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Scoreboard
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Lesson & Challenge Demonstration
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127 rootPandroid:/ # cd data/data/com.app.mohshep/databases/
d datasdata/com.app.nohshep/databhases/
sootPandroid:/data/data/com.app.mohshep/datahases #

rootlandroid:/data/data/com.app.mohshep/databases # cat Members

at Members
SQLite format 3 » GE (@

ik e

185 Y2 John$
?77rootPandroid: /data/data/con.app.nohshep/datahases #
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private boolean login(String username, String password) {
try {
String dbPath = this.getDatabasePath("Members.db").getPath();

SQLiteDatabase db = SQLiteDatabase.openOrCreateDatabase(dbPath,
dbPass, null);

String query = ("SELECT * FROM MEMBERS WHERE memName = ""
+ username + "' AND memPass ="" + password + "'");
Cursor cursor = db.rawQuery(query, null);

if (cursor.getCount() <= 0) {
return false;

+
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if (CheckName.contentEquals ("Root")
&& CheckPass.contentEquals("rootPassword™)) {

Toast loggedIn = Toast.makeText (BadApp.this,
"Logged in!", Toast.LENGTH SHORT) ;
loggedIn.show() ;
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